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A In the last twenty years our daily routines have moved steadily online. We shop, learn, work, and

relax through screens that never truly switch off. Every click and swipe leaves a digital footprint,

telling companies where we live, what we like, and even how fast we type. While these traces help

businesses improve their services, they also raise an important question: how much personal

freedom are we willing to trade for convenience? At first glance the data exchange appears fair. A

music‑streaming app suggests fresh songs because it knows your listening history. Navigation

software offers shorter routes because millions of drivers share their positions in real time. In both

cases users receive a clear benefit, so most people accept the hidden cost of sharing personal

information. However, problems start when data crosses its original purpose. Imagine a fitness

tracker that monitors your heart rate. If that information reaches an insurance company without

your consent, you might suddenly pay higher premiums because of one stressful week.

Governments face similar dilemmas. On one hand, officials argue that collecting large amounts of

data helps fight crime and terrorism. Sophisticated algorithms can identify suspicious patterns

faster than any human analyst. On the other hand, constant surveillance can chill free speech. In

some countries activists fear that their private messages could be used against them in court, so

they censor themselves even when they have done nothing wrong. Striking the right balance

between security and liberty is therefore a central challenge for modern democracies. Laws try to

protect citizens, yet they often lag behind technology. The European Union’s General Data

Protection Regulation (GDPR) set strong rules in 2018, giving people the right to ask companies to

delete their personal records. Similar legislation has appeared in other regions, but enforcement

remains patchy. Small firms sometimes ignore requests because fines are low or because users do

not know their rights. Meanwhile, tech giants hire teams of lawyers who can argue for years about

the meaning of a single paragraph. Individual habits also influence privacy. Many users click

“accept all cookies” without reading the terms, simply to reach an article faster. Others download

free smartphone games that demand access to their contacts, camera, and microphone. These

choices seem minor, yet added together they create huge databases that reveal social networks, daily

schedules, and even political opinions. Experts suggest simple steps—using strong passwords,

enabling two‑factor authentication, and checking app permissions—but old habits die hard. Finally,

there is an ethical dimension. Data can improve public services, reduce traffic jams, and accelerate

medical research. During the COVID‑19 pandemic several countries used anonymous phone

location data to track the spread of the virus. Supporters said the strategy saved lives; critics warned

that emergency measures often stay in place long after the crisis ends. History shows that once a

powerful tool exists, someone will eventually push its boundaries. Therefore, open debate and clear

rules are needed before new technology spreads, not after. In conclusion, privacy in the digital age is

a moving target. Completely rejecting data collection is unrealistic, yet blind trust is risky. Citizens,

companies, and governments must share responsibility, updating laws, educating users, and

designing tools that respect human rights from the start. Only then can society enjoy the advantages

of big data without sacrificing the personal freedom that makes those benefits worthwhile.
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Vocabulary Glossary

Key words and phrases from the passage. Study them before attempting the exercise below.

WORD /

PHRASE
DEFINITION EXAMPLE SENTENCE

digital

footprint

information left behind when you use the

internet, like websites you visit or things

you buy online

Every time you shop online, you leave a

digital footprint.

consent when you agree to something or give

permission for it to happen

You must give consent before the doctor can

start the treatment.

surveillance watching people or places closely, often to

find out information

The police use cameras for surveillance of

the busy streets.

enforcement making sure people follow laws or rules Traffic police are responsible for the

enforcement of speed limits.

databases collections of information stored in

computers, used to organize data

The company keeps a database of all its

customers' information.

algorithms sets of rules or instructions given to a

computer to help it solve problems

Search engines use algorithms to find the

best results for your queries.

anonymous when someone’s name or identity is not

known

The letter was signed by an anonymous

sender.

liberty the freedom to do what you want without

being controlled

People in the country enjoy the liberty to

express their opinions freely.

https://www.esl-tests.com Page 3 of 8



Vocabulary Exercise — Fill in the Blank

Use one word or phrase from the glossary above to complete each sentence. Each item is used only once. Answers are on

the final page. 

Your _____ may include the websites you visit and the items you buy online. 1.

The new app will not access your photos without your _____ . 2.

The government uses _____ to keep an eye on potential threats. 3.

Stricter _____ of the new laws is necessary to protect personal data. 4.

The library has a large _____ of books that is available to the public. 5.

The _____ used in online services can predict what you might like next. 6.
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Comprehension Questions

These questions are different from the online practice test. Choose the best answer (A, B, C, or D). Answers and explanations are

on the final page. 

Question 1

What challenge do governments face according to the passage?

Question 2

Why might users pay higher premiums according to the passage?

Question 3

What is a problem with current privacy laws?

Question 4

What do experts suggest to protect privacy?

Balancing security and liberty. A.

Setting up new databases. B.

Designing more user-friendly apps. C.

Improving internet speed for citizens. D.

Because they use too much data. A.

Due to shared fitness tracker data. B.

For downloading free games. C.

As a result of not reading terms and conditions. D.

They are too strict. A.

They are not enforced equally. B.

They apply only to large companies. C.

They are too expensive to follow. D.

Turning off the internet. A.

Using strong passwords. B.

Deleting all online accounts. C.

Avoiding all technology. D.
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Question 5

What is the author's view on data collection in the digital age?

Discussion & Writing Prompts

Each prompt references a specific detail from the passage above. Use for classroom discussion or a short written response (150–

200 words). 

1. Paragraph 2 discusses a music-streaming app suggesting songs. Do you think personalized services are

worth the loss of privacy, and why?

2. The passage mentions the GDPR set by the European Union in 2018. How effective do you think

similar laws are in your country, and what improvements could be made?

3. In the final paragraph, the author calls privacy a 'moving target.' How do you think privacy concerns

will evolve with new technology in the next decade?

It should be completely rejected. A.

It offers no real benefits. B.

It requires careful management. C.

It is only beneficial for companies. D.
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Answer Key

COMPREHENSION QUESTIONS

Q1 A Q2 B Q3 B Q4 B Q5 C

VOCABULARY EXERCISE

FIB1 digital footprint FIB2 consent FIB3 surveillance FIB4 enforcement

FIB5 database FIB6 algorithms

Comprehension Question Explanations

Why the correct answer is right — and why each wrong option is incorrect. 

1. What challenge do governments face according to the passage?

✓ A — Balancing security and liberty. The passage discusses the challenge of balancing security and liberty as a

central issue for modern democracies.

✗ B — Setting up new databases. The passage does not mention setting up new databases as a government challenge.

✗ C — Designing more user-friendly apps. The passage does not focus on designing apps as a governmental issue.

✗ D — Improving internet speed for citizens. Improving internet speed is not discussed as a challenge in the passage.

2. Why might users pay higher premiums according to the passage?

✓ B — Due to shared fitness tracker data. The passage mentions that if fitness tracker data reaches an insurance

company, it could affect premiums.

✗ A — Because they use too much data. The passage does not mention using too much data as a reason for higher

premiums.

✗ C — For downloading free games. Downloading free games is not linked to higher premiums in the passage.

✗ D — As a result of not reading terms and conditions. Not reading terms is not directly connected to higher premiums

in the passage.

3. What is a problem with current privacy laws?

✓ B — They are not enforced equally. The passage states that enforcement of privacy laws remains patchy.

✗ A — They are too strict. The passage does not state that the laws are too strict.

✗ C — They apply only to large companies. The passage does not say laws apply only to large companies.

✗ D — They are too expensive to follow. The passage does not mention the cost of following laws as a problem.

4. What do experts suggest to protect privacy?

✓ B — Using strong passwords. The passage suggests using strong passwords as a step to protect privacy.

✗ A — Turning off the internet. The passage does not suggest turning off the internet.

✗ C — Deleting all online accounts. The passage does not recommend deleting all accounts.

✗ D — Avoiding all technology. Avoiding all technology is not mentioned as a suggestion.
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5. What is the author's view on data collection in the digital age?

✓ C — It requires careful management. The author emphasizes the need for careful management of data collection.

✗ A — It should be completely rejected. The author does not advocate for completely rejecting data collection.

✗ B — It offers no real benefits. The author acknowledges benefits of data collection.

✗ D — It is only beneficial for companies. The author suggests that data collection is beneficial beyond just companies.
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